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Introduction 
 
This is the first in a 3-part blog series that explores ways to bring on-premises video contribution to 
the AWS Cloud using AWS Elemental MediaConnect with the Zixi protocol for secure, reliable, and 
scalable streaming. Using Zixi SDK for AWS Elemental MediaConnect (we refer to this as Zixi-
MediaConnect), we can broadcast by encapsulating a traditional protocol, such as UDP, in the Zixi 
protocol. Zixi-MediaConnect also allows us to receive the Zixi protocol and encapsulate it in a UDP 
transmission protocol. The capabilities of having the signals in the cloud allow you to distribute 
these signals globally and to other AWS accounts without the need for a dedicated infrastructure or 
specialized devices.  

 
In this document, we demonstrate how to: 

• install and configure OBS Studio and Zixi-MediaConnect on a local system 

• create an encrypted MediaConnect flow  

• stream a local VOD asset to Zixi Player on end user mobile devices 

Zixi-MediaConnect Feeder/Receiver 
 
Zixi protocol is content and network-aware, and it dynamically adjusts to varying network conditions 
and employs error correction techniques for error-free video streaming over IP. Zixi protocol is 
suitable for most applications, especially where longer distances and challenging network conditions 
exist. MediaConnect combines Zixi's reliable video transport with its highly secure stream sharing 
and real-time network traffic and video monitoring so you can focus on content, not transport 
infrastructure. To enable Zixi protocol protection across the entire delivery path, you need to use Zixi 
protocol as part of both the contribution and distribution segments to and from MediaConnect.  
 
Zixi is integrated in a wide variety of devices for both encoding and decoding video content. If your 
encoder cannot output a Zixi-protected stream, you can use the Zixi-MediaConnect Feeder software. 
And on the distribution end, if your Integrated Receiver/Decoder (IRD) does not include Zixi, you can 
use the Zixi-MediaConnect Receiver. Both Zixi-MediaConnect Feeder and Zixi-MediaConnect 
Receiver can be installed on-premises and in the cloud.  

Zixi-MediaConnect Feeder supported protocols 
 
Zixi-MediaConnect Feeder resides at the point of acquisition. The following protocols are supported: 
 
Inputs: 

• UDP 

• File (1 file in loop) 

• RTMP (Push/Pull) 

• RTSP 
 
Outputs: 

• Push – the stream is pushed to MediaConnect using the Zixi protocol 

Latency considerations 
 
Latency is the delay for a video stream to reach its end-point. This delay is a buffer used for 
additional processing to improve the quality of the video stream. However, if the video requires 
interaction (for example, a reporter in the field talking with an anchor in the studio), the latency 

https://aws.amazon.com/mediaconnect/
https://docs.aws.amazon.com/mediaconnect/latest/ug/entitlements.html
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should be minimized as much as possible. Latency can vary from tens of milliseconds to several 
seconds. Zixi protocol can provide a delay of a single frame, which increases the latency to provide 
more robustness for the error recovery. For use cases such as streaming video via the internet, 
higher latency is perfectly acceptable. The increased processing time may result in better picture 
quality through prevention of packet loss.  
 
To allow sufficient error recovery, it is recommended to set the latency at least 3 times larger than 
the Round-Trip Time (RTT) (for example, latency >= 3* RTT). 
 
Latency can be set to any value, but we recommend two common modes: 

1. Interactive mode – 500 ms (for sports, gambling, or near real-time streaming) 
2. Non-interactive mode – 4000 ms (for pre-recorded content) 

 
With low latency (below 1500 ms), the error recovery is based on a hybrid approach of Forward 
Error Correction (FEC) and Automatic Repeat Request (ARQ). Enabling FEC will add overhead of up to 
30% (adaptive–without congesting the network). 

Pre-requisites 
 

• Ubuntu Linux system (this post was tested with Ubuntu Focal Fossa). 

• AWS account with Administrator access. 

• Android or iOS mobile device (for viewing VOD content). 

• Ensure UDP traffic coming to and from the Zixi-MediaConnect Feeder is not blocked. 

• An external firewall that allows communication on UDP port 2088 (inbound and outbound). 

• Ubuntu system must be able to communicate via UDP using port 53 to your DNS server. 

• Verify that the MPEG-TS coming from your source device (Encoder/Mux/Integrated 
Receiver/Decoder (IRD)/Playout, etc.) is compatible with the destination device 
(IRD/Playout/etc.). 

Cost of provisioning resources used in this post 
 

• There is no charge for FFmpeg, OBS, Zixi-MediaConnect Feeder/Receiver, or the Zixi Player 
app. 

• MediaConnect is billed at an hourly rate for each running flow, plus either a per-gigabyte 
charge for data transferred using the flow or, with reserved outbound bandwidth pricing, a 
per-hour charge based on bandwidth for video sent to the internet. A flow that is in standby 
mode is not an active resource and does not incur cost, even if it has outputs or entitlements 
configured. See https://aws.amazon.com/mediaconnect/pricing/ for more information. 

• AWS Secrets Manager comes with a 30-day free trial. After the trial is over, Secrets Manager 
is billed $0.40 per secret per month. For secrets that are stored for less than a month, the 
price is prorated (based on the number of hours). See https://aws.amazon.com/secrets-
manager/pricing/ for more information. 

• To keep charges to a minimum, be sure to cleanup resources once you are finished testing 
by following the tasks in Step 8 of this post. 

 

Limitations 
 

• Each installation of Zixi-MediaConnect Feeder/Receiver can only have one license 

• Zixi-MediaConnect Feeder/Receiver allows registration of up to 25 installations 

https://en.m.wikipedia.org/wiki/Round-trip_delay
https://docs.aws.amazon.com/mediaconnect/latest/ug/reservations.html
https://aws.amazon.com/mediaconnect/pricing/
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/secrets-manager/pricing/
https://aws.amazon.com/secrets-manager/pricing/
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• MediaConnect supports up to 50 outputs per flow 

Step 1: Configure encryption and permissions 
Store AES-256 encryption key in AWS 
 
Following best practices, we encrypt our Zixi output stream. MediaConnect then decrypts the 
incoming stream. If you do not already have an AES-256 hexadecimal key, you can generate one 
using a variety of free online resources (search “generate AES-256 encryption key”).  
 
We store the AES-256 hexadecimal key as a secret in AWS Secrets Manager and configure an AWS 
Identity and Access Management (IAM) role to allow MediaConnect to access that secret. 
 

a. Navigate to AWS Secrets Manager Console. 
b. Click Store a New Secret. 
c. Click Other type of secrets. 
d. Click Plaintext and paste the key. 

 

 
e. Click Next. 
f. Type a secret name “demo-MediaConnect-AES256” and description. 

 

https://aws.amazon.com/iam/
https://aws.amazon.com/iam/
https://console.aws.amazon.com/secretsmanager/
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g. Click Next through the rest of the screens (taking defaults) and click Store to save the new 
secret. 

h. Click the newly created secret to see secret details. 
 

 
 

i. Copy the ARN. We use it in the policy that we are creating next. 
 

 
 

j. Navigate to the AWS IAM Console. 
 
Let’s create a policy that allows MediaConnect to read our new secret. 
 

k. Click Policies in the left menu, then click Create New Policy. 
l. Click the JSON tab. 

 

 

https://console.aws.amazon.com/iam
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m. Replace the sample code with the following JSON, filling in the secret ARN where indicated. 

 
[JSON] 
{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Effect": "Allow", 
            "Action": [ 
                "secretsmanager:GetResourcePolicy", 
                "secretsmanager:GetSecretValue", 
                "secretsmanager:DescribeSecret", 
                "secretsmanager:ListSecretVersionIds" 
            ], 
            "Resource": "<paste secret ARN here>" 
        } 
    ] 
} 
 

n. Click Next. 
o. Type a name “demo-MediaConnect-read-secret” and description as shown. 

 

 
 

p. Click Create Policy. 
 
Now we create a role to designate MediaConnect as a Trusted Entity and attach our new policy to 
the role. 
 

q. In the AWS IAM Console, click Roles in the left menu, then click Create Role. 
r. Click EC2 (note that MediaConnect is not shown as a choice on this screen, so we choose 

EC2 for now and change it later). 
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s. Click Next: Permissions. 
t. Type demo-MediaConnect in the search box and the policy we created should be 

displayed. 
 

 
 

u. Select the checkbox next to the demo-MediaConnect-read-secret policy. 
v. Click Next: Tags and optionally enter a tag. 
w. Click Next: Review. 
x. Type a name and description. 

 
 

y. Click Create Role. 
z. Click the name of the new role in the confirmation message. 

 

 
 

aa. Click the Trust Relationships tab, then click Edit Trust Relationship. 
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bb. Modify the JSON text and change ec2.amazonaws.com to mediaconnect.amazonaws.com. 
The resulting policy will look like this: 

 
[JSON] 
{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Effect": "Allow", 
      "Principal": { 
        "Service": "mediaconnect.amazonaws.com" 
      }, 
      "Action": "sts:AssumeRole" 
    } 
  ] 
} 
 

cc. Click Update Trust Policy to save the changes. 

Step 2: Configure MediaConnect flow  
Create a MediaConnect flow  
 

a. Navigate to the  MediaConnect Console. 
b. Click the Create flow button. 

 

  
 

https://console.aws.amazon.com/mediaconnect/
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c. Fill in the following: 
Name: demo 
Availability Zone: Any (default) 

 

 
 

d. Scroll down to Source and fill in the values as shown: 
Source type: Standard source 
Name: feed-from-zixi 
Protocol: Zixi Push 
Inbound port: 2088 (default) 
CIDR block: 0.0.0.0/0  
(note: this CIDR is used for demo purposes and in production should be replaced by the 
IP address of the Zixi Feeder) 
Source description: feed from zixi 
Stream ID: stream-zixi-to-MC 

 

 
 

e. Under Decryption, check the Enable box and select the following: 
Decryption Type: Static key 
Decryption algorithm: aes256 
Role ARN: Click the pull-down arrow and choose the ARN for the role you created in 
Step 1. 
Secret ARN: Click the pull-down arrow and choose the ARN for the secret that you 
created in Step 1. 
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f. Click Create flow. 
 
MediaConnect is now configured to accept and decrypt the Zixi stream from your Ubuntu system. 
 
Next, we create a flow output for your Android or IOS mobile device to access.  
 

g. Click Outputs, Add Output. 
 

 
 

h. Fill in the values as shown: 
Name: demo-output 
Output type: Standard output 
Description: output to be consumed by Zixi Player 
Protocol: Zixi pull 
Stream ID: demo-stream 
Remote ID: demo-id 
CIDR allow list: 0.0.0.0/0 
(note: this CIDR will allow the feed to be open to the public) 
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i. Click Add output. 
 
Now start the MediaConnect flow. 
 

j. Click Start. 
k. Make a note of the Public Outbound IP address. 

 

 

Step 3: Obtain Zixi-MediaConnect Feeder license 
Sign up for Zixi-MediaConnect and obtain a (free) Feeder license 
 

a. In a web browser, navigate to https://portal.zixi.com/self-registration/MEDIACONNECT and 
create an account. 

b. Follow instructions in the confirmation email to set your password. 
c. Navigate to https://portal.zixi.com and login. 
d. Click My Settings.  
e. Enable subscription to MediaConnect. 

https://portal.zixi.com/self-registration/MEDIACONNECT
https://portal.zixi.com/
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f. Click License Keys. 
g. Click Generate a Key for MediaConnect Feeder. 

 

 
 
Your MediaConnect Feeder license key will be displayed. 

Step 4: Local system configuration 
Download and install FFMpeg and OBS Studio 
 

a. Log into your Ubuntu system. 
b. Install the open-source tools FFmpeg and OBS Studio. FFmpeg is distributed under the 

LGPL2.1 license and OBS is distributed under the GPLv2 license.  Open a terminal window 
and type the following commands: 

 
[Gnu Bash] 
$ sudo apt install ffmpeg 
$ sudo add-apt-repository ppa:obsproject/obs-studio 
$ sudo apt install obs-studio 

 Step 5: Download, install, and configure Zixi-MediaConnect 
 

a. In the terminal window, type the following commands: 
 
[Gnu Bash] 
 
$ cd /opt 
$ sudo wget http://d2mee59kmfnfxw.cloudfront.net/2021/Zixi%20post%20/zixi_mediaconnect-
linux64-13.1.39853.tar.gz 
$ sudo tar xvfz zixi_mediaconnect-linux64-13.1.39853.tar.gz 
$ cd zixi_mediaconnect-linux64 
$ sudo ./installMe.sh 
 

b. Open a local web browser and enter http://localhost:4444 
c. Login as “admin” with password “1234” 
d. Click Status, Options. 

 

https://www.gnu.org/licenses/old-licenses/lgpl-2.1.html
https://www.gnu.org/licenses/old-licenses/gpl-2.0.html
http://d2mee59kmfnfxw.cloudfront.net/2021/Zixi%20post%20/zixi_mediaconnect-linux64-13.1.39853.tar.gz
http://d2mee59kmfnfxw.cloudfront.net/2021/Zixi%20post%20/zixi_mediaconnect-linux64-13.1.39853.tar.gz
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e. Click Activate License in the pull-down menu. 
f. Paste the MediaConnect Feeder license key from Step 3 and click Activate. 

 
Zixi-MediaConnect is now licensed as a Feeder. 
 
Next, we create an Input to accept the UDP stream from OBS. 
 

g. Click Inputs, New Input. 
 

 
 

h. Fill in the values as shown: 
Stream ID: stream-OBS-to-zixi 
Port: 9999 (or any used port) 
Multicast IP: <leave blank> 
SSM source IP: <leave blank> 
Type: UDP 
Bind to IP: Any (default) 
Max bitrate: 8000 (default) 

 

 
 

i. Click Ok. 
 
Finally, we create an Output that sends the stream to MediaConnect. 
 

j. Click Outputs, New Output. 
 

 
 

k. Fill in the values as shown: 
Output Name: demo-zixi-output 
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Input Stream: stream-OBS-to-zixi (we just created this stream) 
Host: <AWS MediaConnect Public Outbound IP address> 
Port: 2088 (default) 
IP: Any (default) 
Stream ID: stream-zixi-to-MC 
Password: <leave blank> 
Max latency: 6000 (default) 
Enable encryption: check box 
Encryption type: AES 256 
Encryption key: paste the AES 256 hexadecimal key that you saved in Secrets Manager 

 

 
 

l. Click Ok. 
m. Verify that the Zixi output is Connected to MediaConnect (you may have to wait a few 

moments and refresh the status). 
 

 
 
 
If you would like to later change the input associated with this output, Zixi-MediaConnect Feeder 
includes a feature that allows you to easily switch inputs. For example, you can switch the input 
from a local file to a live feed. 
 
To change the input associated with an output: 
 

a. In the Zixi-MediaConnect Feeder Outputs page, click the output that you want to modify.  
b. Click Actions, Switch Input. The Switch source window is displayed. 
c. In the New Input drop-down, select the desired input, and click OK. The newly designated 

input is now associated with the selected output. 
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Step 6: Stream a local VOD asset to mobile device 
Stream VOD asset (.mp4 file) from Ubuntu 
 
Now we can begin streaming our VOD asset from the Ubuntu system to Zixi-MediaConnect. 
 

a. On the Ubuntu system, launch the OBS Studio app. We can now select our video asset and 
start the stream in OBS. 

b. Click Sources, “+” (plus) 
 

 
 

c. Click Media Source. 
 

 
 

d. Click OK. 
 

 
 

e. Click Browse and locate the .mp4 file. 
f. Check the box for Loop (recommended since we are testing to ensure continuous 

streaming). 
g. Click OK. 
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h. In the OBS Controls, click Settings. 

 
 

i. Click Stream on the left and set the values as shown: 
Service: Custom 
Server: udp://localhost:9999 
Stream Key: stream-OBS-to-zixi 

 

 
 

j. Click OK. 
k. Click Start Steaming. 

 

 
 

l. In Zixi-MediaConnect, click Inputs and verify that the Zixi Input is Connected to OBS. 
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The Zixi-MediaConnect Status page should show one input, one output, and active traffic statistics. 
 

 
 

Step 7: View VOD asset on an Android or iOS device 
 

a. Install Zixi Player, available for Android from https://android-
apk.org/com.zixi.player/35756756-zixiplayer/ or in the App Store for iOS. 

 
Now we configure Zixi Player to receive the feed from MediaConnect. 
 

b. Open the Zixi Player app on your mobile device. 
c. Fill in the values as shown: 

Name: test 
URL: zixi://demo-id@<MediaConnect Public Outbound IP address>/demo-stream 
Password:  <leave blank> 
Decryption key: <leave blank> 
Latency: default value 

 

 
 

d. Tap Save (disk icon) in the upper right. 
e. Tap the name of the configuration to begin playing the stream. 

 

Step 8: Clean up 
Once you finish testing, you should clean up your environment. 
 

a. In OBS Studio, click Stop Streaming. 
b. Select the Media Source and click “-“ (minus) to remove it. 
c. Close the OBS Studio app. 

https://android-apk.org/com.zixi.player/35756756-zixiplayer/
https://android-apk.org/com.zixi.player/35756756-zixiplayer/
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d. In the Zixi-MediaConnect console, select the Input and click Actions, Delete. 
e. In the Zixi-MediaConnect console, select the Output and click Actions, Delete. 
f. In the MediaConnect console, Stop the demo flow and then Delete it. 
g. In the AWS Secrets Manager console, select the demo-MediaConnect-AES256 secret and 

click Actions, Delete Secret. Choose a 7-day waiting period (this is the minimum) and click 
Schedule Deletion. 

 

Conclusion 
 
You have successfully streamed an on-premises VOD asset to a mobile device using OBS, Zixi-
MediaConnect Feeder, and MediaConnect. In Part 2 of this blog series, we explore streaming 
Amazon S3 and local VOD assets to mobile devices using a local encoder to securely connect to 
MediaConnect or Zixi-MediaConnect Feeder. 
 

Resources 
 

• AWS Elemental MediaConnect Source Failover 

• AWS Elemental MediaConnect Zixi portal 

• Services and tools for monitoring video workflows on AWS 

• The evolution of the television live event ecosystem and how AWS and TAGVS are shaping 
the future 

• Zen master and AWS Elemental MediaConnect. Scale technical operations with global 
visibility 

• AWS Elemental MediaConnect user guide 

• Content Syndication using AWS Elemental MediaConnect 
 
 

 
 
 

 

 

https://console.aws.amazon.com/mediaconnect/
https://console.aws.amazon.com/secretsmanager/
https://aws.amazon.com/blogs/media/awse-part-2-streaming-video-aws-elemental-mediaconnect-using-zixi-sdk
https://docs.aws.amazon.com/mediaconnect/latest/ug/source-failover.html
https://mediaconnect.zixi.com/
https://aws.amazon.com/blogs/media/services-and-tools-for-monitoring-video-workflows/
https://aws.amazon.com/blogs/media/the-evolution-of-the-television-live-event-ecosystem-and-how-aws-and-tagvs-are-shaping-the-future-part-1/
https://aws.amazon.com/blogs/media/the-evolution-of-the-television-live-event-ecosystem-and-how-aws-and-tagvs-are-shaping-the-future-part-1/
https://zixi.com/video-streaming-solutions/zen-master-mediaconnect/
https://zixi.com/video-streaming-solutions/zen-master-mediaconnect/
https://docs.aws.amazon.com/mediaconnect/latest/ug/what-is.html
https://www.youtube.com/watch?v=wYcLZFU5Uo4
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